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Terms of Use
These Terms of Use govern the creation and use of the SingleKey ID (as defined
below) provided by Robert Bosch GmbH, Robert-Bosch-Platz 1, 70839 Gerlingen-
Schillerhöhe, Germany ("Provider", "we" or "us") to you as an end user ("User", or
"you"). Robert Bosch GmbH offers the SingleKey ID as a service for its affiliated
companies and other third parties.

1. Definitions

Access Credentials means any user ID (for example e-mail address or mobile phone
number of the User) and freely chosen password created and used by the User to
access and control the User Account.

Agreement means the contract entered into between us and you on the basis of
these Terms of Use.

SingleKey ID refers to Provider's single sign-on authentication service, which
enables access to various Services.

Content means software, software functionalities, data, texts, audio, videos, pictures,
documentations, contributions, products and any other information accessible
through or in connection with the Services.

Service(s) means applications such as, apps, web shops, online platforms or
websites provided by us, our affiliates or other third parties.

Registration means the process of creating a User Account within the scope of
which the User provides Access Credentials.

User means the owner of a User Account.

User Account means the access authorization to the SingleKey ID.

2. Scope of Services

2.1. The SingleKey ID enables access to various Services which are independent of
this Registration. Data required to access any such Services will be transferred from
your User Account to the respective Service.

2.2. The scope and exact Content of the Services can be found in the description for
such Services. Your use of the Services is subject to separate terms and conditions.



Depending on the applicable Service, additional information, such as surname, first
name or payment data may be required.

2.3. User acknowledges and agrees that (i) the SingleKey ID is made available to User
free of charge; and (ii) Provider does not warrant and you are not entitled to an
uninterrupted or error free use of the SingleKey ID. User’s use of the SingleKey ID
may be impaired by maintenance work, further developments or other disturbances
(e.g. hardware and software errors, technical problems with data transmission)
which may also lead to data loss. The Provider shall use reasonable efforts to ensure
that the SingleKey ID can be used without interruptions.

3. Registration of a SingleKey ID, User Account

3.1. The use of the SingleKey ID requires the creation of a User Account. To create a
User Account a Registration is required. Registration and use of the SingleKey ID are
free of charge.

3.2. To register a SingleKey ID, you must be of legal age as determined by applicable
law. Minors, legally incompetent persons, and persons whose access authorization
has been revoked are not permitted to register. If you accept these Terms of Use as
a representative of an entity, you represent and warrant to us that you have the
legal authority to bind such entity.

3.3. During the Registration process you will be asked to enter your Access
Credentials. By submitting your Access Credentials, you make an offer to conclude
an Agreement for a User Account on the basis of these Terms of Use. After
submitting your Access Credentials, the user ID is verified, for example by us sending
you a confirmation link to the e-mail address you provided to us or by us sending
you a code to the provided mobile phone number (double opt-in). We accept your
offer by activating your User Account after successful verification of the user ID. You
are then entitled to use the SingleKey ID subject to these Terms of Use. Provider in
its sole discretion may reject your application for a User Account, and/or revoke or
suspend your User Account and the use of the SingleKey ID.

3.4. We will send the Terms of Use to the e-mail address you have provided and store
the Terms of Use you have accepted. In addition, you will have access to the
currently applicable Terms of Use after accepting these Terms of Use.

3.5. The contract language depends on the language setting selected by the User.

3.6. You may only register once for a SingleKey ID. Your registration, the Agreement
and the User Account including Access Credentials are not transferable.

3.7. You are responsible and liable for any use of the SingleKey ID and your User
Account resulting from access provided by you, directly or indirectly, whether such
access or use is permitted by or in violation of these Terms of Use.



4. Responsibility for Access Credentials

4.1. You must keep your Access Credentials confidential and shall not make them
accessible to any unauthorized third party under any circumstances.

4.2. Additionally, you must ensure that the Access Credentials and Services are
accessed and used exclusively by you or by persons authorized by you. User shall
immediately change its password and inform Provider upon becoming aware of any
unauthorized access or suspected access to User’s User Account and/or the Access
Credentials.

5. Suspension

5.1. Provider in its sole discretion may temporarily or permanently suspend your
SingleKey ID for (i) any violation of these Terms of Use and/or any applicable law or
regulation by you or anyone acting on your behalf, unless you are not responsible for
such violation, or (ii) any other legitimate reason. Your legitimate interests will be
duly taken into account when deciding whether to suspend the Service.

5.2. Any repeated violation of these Terms of Use may result in a permanent
suspension of your User Account and exclude you from any future use of the
SingleKey ID.

5.3. We will notify you prior to any such suspension, indicating the reason and any
options to appeal, except where we are legally justified for example, if there are
serious or repeated violations. Your legitimate interests will be taken into account in
making such decision.

5.4. In the event of a temporary suspension, the access authorization will be
reactivated the earlier of (i) the expiration of the suspension period, or (ii) reason for
such suspension has been eliminated or cured. A permanently suspended access
authorization cannot be restored.

6. Data Protection

The data privacy policy (https://singlekey-id.com/data-protection-notice/) for the
SingleKey ID in its current version applies.

7. Liability

7.1. We are liable in accordance with the statutory provisions

a) in the event of loss of life, injury of body or health of a person,

https://singlekey-id.com/data-protection-notice/
https://singlekey-id.com/data-protection-notice/
https://singlekey-id.com/data-protection-notice/


b) fraudulent intent, intent or gross negligence,

c) according to the regulations of Product Liability Law (Produkthaftungsgesetz), as
well as

d) to the extent of a guarantee assumed by us.

7.2. In case of damage to property and financial losses caused by mere negligence,
we and our agents shall only be liable in the event of a breach of a material
contractual obligation, but limited to the foreseeable and typical damage of such
Agreement at the time of conclusion of the Agreement; material contractual
obligations are those whose fulfilment characterizes the Agreement and on which
you may rely.

7.3. In all other respects our liability is excluded.

7.4. The above limitations of liability shall also apply in the event of the fault of one of
our agents as well as for the personal liability of our employees, representatives and
organs.

8. Term, Termination

8.1. The term of the Agreement begins on the date of Registration and ends with a
termination by either party in accordance with these Terms of Use.

8.2. Ordinary Termination

a) You may terminate the Agreement for the SingleKey ID at any time for
convenience by deleting your User Account. We will provide an account deletion
mechanism for this.

b) We also reserve the right to terminate the Agreement at any time upon three (3)
months’ prior notice to you. Our right to suspend the User Account in accordance
with Section 5 and to change in accordance with Section 9 shall remain unaffected.

8.3. The right of the parties to terminate for good cause without observing a period
of notice shall remain unaffected.

8.4. Effect of Termination

a) Upon termination, the SingleKey ID service will no longer be accessible to you,
and, your authorization to use the SingleKey ID is revoked.

b) In addition, upon termination, your access to the Services used by you via the
SingleKey ID also ends.



c) Any data created as part of your Registration will be irrevocably deleted by us
within thirty (30) calendar days of termination or after any statutory retention
periods have expired, or earlier if required under applicable data protection laws or
regulations.

9. Changes

9.1. Changes to these Terms of Use

We reserve the right to change these Terms of Use at any time in our sole discretion.
You will be notified of such changes at least thirty (30) calendar days before the
changes are due to take effect. Unless you object within thirty (30) calendar days of
receipt of the notification or continue to use the SingleKey ID after the expiry of the
objection period, the changes shall be deemed to have been accepted by you
effective after expiration of the objection period. In the event of your objection, the
Agreement will be continued under the previous conditions. We reserve the right, in
the event of an objection, to terminate the Agreement in accordance with Section 8.
The change notice will contain information regarding your right to object and of the
consequences of such objection.

9.2. Change in Performance

We reserve the right to change the scope of the SingleKey ID, to make new
functionalities available free of charge or for a charge, to charge for functionalities
previously available free of charge and to discontinue the provision of the SingleKey
ID altogether. We will take the legitimate interests of the User into consideration. We
will inform you before free functionalities become chargeable.

10. Applicable Law and Place of Jurisdiction

10.1. These Terms of Use are subject to the laws of the Federal Republic of Germany.
If you are a consumer, this choice of law shall only apply insofar as it does not
deprive you of the protection granted to you by the mandatory legal provisions of
the state in which you normally reside. The application of UN Convention on
Contracts for the International Sale of Goods (CISG) is excluded.

10.2. If the User is an entrepreneur within the meaning of § 14 BGB (German Civil
Code), a legal entity under public law or a special fund under public law, the
exclusive place of jurisdiction for all legal disputes arising from or in connection with
these Terms of Use shall be Stuttgart, Germany. The same applies if a User does not
have a general place of jurisdiction in Germany or the place of residence or habitual
abode is not known at the time the action is filed.



11. Online Dispute Resolution Platform, Participation
in Dispute Resolution Proceedings

11.1. The European Commission provides a platform for online dispute resolution
(OS). This platform is intended to serve as a contact point for the out-of-court
settlement of disputes concerning contractual obligations of online sales contracts
and online service contracts. The platform can be reached at
http://ec.europa.eu/consumers/odr/.

11.2. We are not obliged to participate in a dispute resolution procedure before a
consumer arbitration board and have decided against voluntary participation.
Complaints, questions and remarks can be made or submitted under the contact
data mentioned in the company information
(https://singlekey-id.com/corporate-info-and-legal-notice).

12. Final Provisions

12.1. Detailed information about us as Provider of the SingleKey ID can be found in
our company information (https://singlekey-id.com/corporate-info-and-legal-notice).

12.2. Should any provision of these Terms of Use be or become invalid, this shall not
affect the validity of the remaining provisions.
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